"Klidne to prerus!”

aneb pojednani o zpracovavani HW
pferuseni na OS Linux

Petr Holasek / pholasek@redhat.com
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Koho by mély zajimat
preruseni?
® Administratory

® Systémové inzenyry
e Uzivatele, které zajima jak jejich OS funguje uvnitf
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Obsah

e (o je to preruseni?

® Jak ho zpracuje kernel?

e Co je afinita prerusSeni?

e K ¢emu slouzi irgbalance?



KERNEL



Preruseni

e HW upozorniuje CPU na nutnost obsluhy udélosti

® Reprezentace v systému pomoci IRQ ¢isla
¢ Pin-based IRQ x MSI(-X)
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Pin-based IRQ)

e Vyvolano elektrickym signdlem na pinu sbérnice
¢ Pin-based IRQ) muze byt sdilené (napt. na PCI)
e Signdl muze "predbéhnout” data

6 of 21



7 of 21

MSI (Message Signaled
Interrupts)

e CPU obdrzi preruseni po zdpisu na urcitou adresu
e Poprvé ve specifikaci PCI 2.2
e Vylepsené MSI-X poprvé u PCI 3.0
m Podpora vice pferusSeni pro 1 zafizeni, individuélné
konfigurovatelné
m Pouziti u sitovych karet (fronta paketti) nebo diskt

(porty)



% * Vv N )4 /
Radice pferuseni
o APIC (Advanced Programmable Interrupt Controller)
m LAPIC (local APIC) - u CPU
m JOAPIC (I/O APIC) - u zarizeni

¢ Vzijemnd komunikace po systémové sbérnici
¢ V minulosti specidlni APIC sbérnice
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IRQ domény

® Pocet fadict preruseni > 1

® =>jiz neplati mapovani 1ntr = intr_ lines[IRQ]
e kernel knihovna 1rq domain

e udrzuje mapovani Linux IRQ na HW pferuseni
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Interrupt handler

e Rutina volana pii piijeti pferusSeni

¢ Je nutné vyfidit pozadavek rychle

® Vse zdlouhavé je delegovano na pozdéji
m Top halves
m Bottom halves (tasklets, workqueues)
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Rozhrani jadra

e /proc/interrupts
e /proc/1irq/X/
e /sys/devices/.../irq
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[pholasek@localhost ~]$ cat /proc/interrupts
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440
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IR-I0-APIC-edge timer
IR-I0-APIC-edge 18042
IR-I0-APIC-edge rtco
IR-I0-APIC-fasteoi acpi
IR-I0-APIC-edge 18042

IR-I0O-APIC 16-fasteoi  ehci hcd:usb3
IR-I0O-APIC 18-fasteoi 1801 smbus
IR-I0-APIC 19-fasteoi  mmcO
IR-I0-APIC 23-fasteoi ehci hcd:usb4
DMAR MSI-edge dmaro0

DMAR MSI-edge dmarl
IR-PCI-MSI-edge 0000:00:1f.2
IR-PCI-MSI-edge xhci hcd
IR-PCI-MSI-edge xhci hcd
IR-PCI-MSI-edge mei me
IR-PCI-MSI-edge 1915
IR-PCI-MSI-edge snd hda intel
IR-PCI-MSI-edge iwlwifi
IR-PCI-MSI-edge eml

Non-maskable interrupts
Performance monitoring interrupts
Rescheduling interrupts
Function call interrupts

TLB shootdowns"
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Afinita pferuseni

“ A natural liking for and understanding of
someone or something:”

¢ Urcuje mnozinu procesoru pfijimajicich pferuseni
¢ V Linuxu na vice mistech (cpu affinity, NUMA affinity)
o /proc/irq/X/smp affinity - napt. Oxf3



Problémy distribuce
preruseni

e Zatizeni s vysokou frekvenci pferuseni (sit.karty, disky)
e Zahlceni CPU

¢ Vypadky cache procesoru

e V kernelu sofistikované fizeni chybi
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[rgbalance

® démon bézici na vétsiné distribuci

e na zdkladé analyz a heuristik distribuuje pferuseni na
procesory

e obvykle neni tfeba zdsah uZzivatele do béhu

e vstupuje do hry hlavné u intenzivnéjsich I/O operaci

e https://github.com/Irgbalance/irgbalance
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Algoritmus irgbalance

e Parsovani souboru /proc/interrupts
m zjiSténi vSech preruseni a vytizeni jednotlivych CPU
e Parsovani hierarchie zafizeni z /sys/devices/. ..
® [RQ jsou umistény do hierarchie
¢ Vyhodnoceni pfetizenych procesoru
e Vyhodnoceni nejvice frekventovanych pferuseni

e Na zdkladé vSech ziskanych tidajii nastaveni afinity
jednotlivych IRQ
e sleep(10);



Moznosti
nastaveni/experimentu

v /

e spustit intenzivnégjsi sitovou/diskovou operaci

e 1rgbalance --debug+watch cat
/proc/interrupts

e --hintpolicy - respektovani afinit pozadovanych
ovladaci

e --banirq <IRQ> -ignorovat urcité IRQ

e ..., izolace specifickych IRQ), uzivatelska pravidla, atd.
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Vyvoj irgbalance
e Malo vyvojaru, testovani i patche vitany

® https://github.com/Irgbalance/irgbalance
o http://www. freelists.org/list/irgbalance
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Zdroje

o Computer Architecture: A Quantitative Approach by John L.
Hennessy

e kernel - Documentation /IRQ*

e man 1irgbalance
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Dékuji za pozornost!



